fo \M n\ HI! H \< j SWI IHt 1 OH UlTU i M ; M- ttM\ 

FBI FI A: | | b 7E 

NO. .X Y ES. Password and audit information may be retrieved 

5. Are Social Security Numbers ($$Ns) collected, maintained or disseminated treat the 
sy.siejY.i/project? 

X NO. YES. If yes, check all that apply: 

vs\s are m^ev-wp tc cm mb -h v.mtf $m t a .lemur of vmu .-w \ h term 
witnesses 

or sources in this lav- enforcement or haelbgeace activity. 

o^N iv _,.w ' v v* » e ' ,> a w * 

^'S\n _ o/ 't < \ » so -c s tfowo be' 

The system/projeet. provides special protection to SSNs (e..g.., SSNs arc 
encrypted, hidden from, all users via a look-up table, or only available to certain 
tea "s's Dewrihet 

.H -s not Nasi hie Nr the syctenifotoject at pro vide special protection to 

v 'v\> 1'foptaim 

6. Does toe syatern/projeci. collect any information directly from the person who Is the subject of 
the information? 

. X .NO. [if no, proceed to question ?,] 

.YES, 

a. Dees tv m worn pofo\ i ospxot rrmmul. O' L : tl ioY..ufoNfons or ,wn wnvrv 

YES. Ilf yes. proceed to question /.] 

.NO. 

b. Arc subieets of information from whom site information is directly collected provided 
o written bn vary Act (e)(5) statement (either on the collection form or via a separate 
notice)? 

. NO. [The program wit! need fo work with PCLij to 

doveiop/itoplertwat the necessary formt'sbj 

.YES. Identify any forms* paper or electronic* used to request sued 
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irdormathm from the mfsmnaibm subject; 


7 Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division 

MO, If no, indicate reason; if €<&A is pending, provide ostkipsBed 
completion dote: 

X YES. !fye$ t provide date of last C&A cerrifi€8ti»B/re«€ertlfmnlkuu 
02M4/200S 

Don? Know, 


S, Is this system/pro|eet the subject of on OMB-300 budget submission? 

NO. X Don't know. ..YES> If yes, piea.se provide 

the dote anti name or title of the 
OM B subm Ms km: 


NO X YFS. .............. Don't know. 

' N . w' Sv y o,, Os" V..XS. "e , Jl \,w cWKw'thw b wk< 
ST0F. The PTA ks now complete and after division appnmdfs) should he 
submitted fa FBI 0GC/PCOJ for final FBI approval and determination if 
FI A and/or other actions ore repaired „) 


II, EXISTING SYSTEMS / PROJECTS 

1. When was the system/project developed? 2002 

2. Has the system project undergone any significant changes since April 17. 2002? 

X. NO. Of o<>. proceed to next question (0.3)0 

3. Does a PlA lor this system/project already exist? .X.MO, 

(But as noted above, an ECUS A FI A docs exist for the main VMS system,} 

I The PTA Is now complete and alter division approval: s; should be submitted to FBI 
OGC/PO..H tor final FBI approval and deterrm nation IfFlA. and/or other acitoos are required , 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA| 

{Equivaknno the DOJ Initial Privacy AaaessmcublPAB 



1 SVSTi 

/M/PROJECT POC 

i-SI Oi>t'F( U POO 

ClasABtxl Bo: 

| Name; 

1 

Nano;: 



UovOxo-:-' 

Procnen Office; IATU 

Phone: 



DeAaaAfy On: 

Division: SecD 

Room 

Bomber: JEH 7 

oo 


1 Pi-orm 

1 





<s\'" 

Number: SpvB O' floor 






Program Manager tor other appropriate 
executive us Di via ion determined 

> V<S ' ■> \ ' s 

Program Division 

Security Division 

Si gnat ore: At 

V, n .n,J o; s- 

Naroel j 

Title: Loot Chief Information Assurance 
Technology Unit 

Signature: A: 

Date signed 0F : 29D0 

Nano:-: Michael A Foknar 
t t. C > Vs o P vm ' 

FBI.HO Division: 

Signature: so 

Da t« a 1 lined: OS/2 V10 

Name] | 

TOC: Con Chief la tor-nation Assurance 
Technology link 

Si gesture: /C 

Bate signed: OF ADO 

Name: Michad A folnaar 

Title: AD. Security Division 


decmmk moy to FBI OCCSPCLC DEC ?.B8). 


I - n „>r^ < i Uyi v *■ A ft . A ~ - * VI 1 *' - % {ami 


' ~ a om: repow 

i -DC my s , v y , yli A Jv 0 

pri v&cygotrsdoj. gov} 

i { u"> l\ s o E Eol >'' V ' : 

20530} __ 

* S10< k v * tx ^ , [ 


iceded for IFrogranvTd vision i 
s (via v-rnad to 


in. A\e, NVC Suite 940, 


1 - FBI SeeD/AU (dec , copy: via e-mail to t.icQ 

t - RMD/RMAU (attn: | I 

2 - Program Dnodon PCX' /Privacy Otocer 
2 - I BiHQ Vv. VAC AhuC'v’ofJuv' 


1 - OGC/PCLU intranet 
i ■• PCI.!: UC 
1 - PCI..U Library 
1 - PCIU Tickler 

b6 
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nwi mu \rnun \ ! ii^xuiow ionnhovs 


P;A Is required by the fs-Goveromein Act, 

PI A is to be completed&* a mmtec off BPTX>.i discretion. 

A Pi A to be published on f BiXrOV i aster any AMD POIA redactions;? Yes. No find nose reason;; 


.X.AT A Is not required tor the following reasonis}; 

Sysivut does not collect, maintain., or disseminate ATI . 

System X gr and lathered Tin existence before 4/1 r/2003; no later changes posing slealikunt privacy risks;, 
A '■jJftXroa? n >x ' s.a w 

.System has been preciously assessed under an evaluations sunder to a Pi A. 

,.. : X........ Do significant privacy Issues (or privacy issues are unchanged). •■■■ line only PIT are user«a.osesd>asssvo,;bs 

and only the system administrator lias access. 


Applicable bORNlsi: .JtiAl.bbdJZZZZZlZZZZZ'^^ZZZZrZIZZ ZZZZIZIZZZZ.Z7 

Notuy FBI RMU/R.IDS per MiOG iSOGJ? X.No Yeo-bec sample AC on PC1.0 intranet website here; 

hit]s:Aho.ntGDO.AtC}C/l,'rB'l : hjT,l.l/PrivaeyC;vdo;D.(;L.ibeoies?<,2ULibrary/ioriri tor yniogSFOGG ee.wpd 

SORN/SORN revisioni s) required? X Ns; Ye-> twsiuney revisions needed): 


Prepare/reviso/add Privacy Act (ey ? s statements Iso related forms'!" X No Yes AndAnte forms armored •: 


No Privacy Act ieRe) Aatemem Is necessary srnce the imernmpe/pqsssvord do not say any thing about site 
individual, particularly as an individual mat choose anything as their username or have one assigned ;o them. 


uhAURBS. i he program should consult wah RMD to sJ||hrynesolve any Federal record s/clec ironic records issues I 
The system may contain Federal records whether or not it contains Privacy Act requests and. t *& event, a records I 

scltedute approved by the National Archives and Records Administration is necessary RMD ear; provide advice on this | 
as web ns on eonnnhmce w requirements m Electronic Recordkeeping vAton , and aov necessary utxiates. i 

Other: 



David C. Larson. Deputy Geuetm Counsel 

Siguarura: ,-gm- 

""'V^.;; 

eBl Prsvgcy anti Cool Liberties Officer 

Date Sittned: 

\ 

ONC 
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I, IN FORMATION ABOUT THE SYSTEM / PROJECT 


I, Provide a general, description of the system or project that iodmies; name ot the 
system/project, mdmliug associated ammyins; structure of the system/project 
purpose; nature of the in limners on in the system end hots it will he used:; who will 
have access to the information in the system and the manner of transmission to at 
users.. 


Qukkwins |_|? the proposed process to update 

the One Way Transfer (OWT) capabilities of QtacksvmS'-OWT (see C.wekyoog Owi 
PTA dated 07/11/2008;. This system automates the transfer of extensive ami detailed $F- 
80 baekurotsnd clearance inf.emotion iron- the Office of Personnel Management' tOPM ;■ 
to the PBIC Clearance Processing System (CPS;. While OPM stores ibis information on 
an unclassified network, the FBI uses this information on a secret network to conduct 
background; investigations. In order to transter this information from art unclassified 
network outside the bureau to a classified network within the bureau, a Cross Domain 
Solution (CDS; is required. 


C 


required eapab 
classifi cation !• 
of illesl 


[]tl'tat ha; 


>■- to securely transfer irdorrosbon betwe en doma ins of different 

s \s O D pH C 1 N.NV j hi ■ 1 - 1 l t A * 


" f, x xvv.^ u v •' c C ckx . m * s > ' e vd - D aw - . m '0 

information, or oho will hove access to the information. As such, general user s will 
continue to access the S F-86 in formation through CPS. not through Quickwin o The 
only users of Oukkwins T I wif I be privileged users, i.e. the system administrator and 

the securit y admin istrator. These privileged users will be the only ones with access to 
Quick wi n/ | | 


Qulckwlnsf - 


background clearance ink>r-oaiion[] 


extensive and d 


I SF46 


I u S' ' - An < ” VO W t'\UI!,V ' * <. ..O'- N N N !. t ^ \ 

86 mformuhon to the Ofike of Personnel Management (OPM? through the Fkcrromc 


86 files. OPM sends the files 

|iu Cw 

will first enter the Ouickwbo 

kvstern when thp are transferred | | 


> the Qnkk 


through the Qutc 


~|Qtackwmj~ 


‘ e :h> ' w ; lx t“ ° X x\i .homo . ' g N m "nQ 
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The file* dun are transferred though Outckwn t j |wnl merely pass through x\ 
-- no dam will te stored o n QuickvvinJ lusdl.| 
l Q nlckwms| 


CPS application. No residua! dements of the document will remain on [ 


2. Duos the sysQm/projuct collect, mam tain, or disseminate any htformafioa about 
iudtvklnak m identifiable form, Urn Is information linked to or linkable t» specific 
individual* (which Is the definition of personally I deni ilia hie information {PII)}? 

NO | If no, STOP. 'The OF A is nrm complete ami alter division approsaFs> 
at dens be an - ism, no PI A Is reemirodd 


X YrS 


ease continue.! 


The only Pll that will bo stored on (ho system consists oi'tho usomames and passwords 
A ^ ' - d ' ^ * - < t , o. ~ km t'a 


3. Does the ".Worn project porta m nob to fovermaeat employees, eon tractors, or 
consultants? 


NO 


X YES 


t he system admunstrators and security administrators wh! always be covernmen 
employees or contractors, so only their Pi t would bo stored., iniormation on non¬ 
government employees may pass through the system but that mlonnution ns not collected 
ntammmed or disseminated. 

4- Is Murm^ikm about United States dtkeas or lawfully admitted permanent 
resident aliens retrieved from the syslcm/projm bv name or other personal 
kieultfler? 


NO 


X YES 


The system administrator and security administrators will always he I FT om oerK 
I V ' . V K I j 

Access Control .l ist F4CL.- 
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5. Are Social Security Numbers (SSNs) collected main turned or disseminated from 
tit e yy s te m /p r> > jj e et ? 

X NO YES If 3 es, tlietk ail that apply: 


SSNs are necessary to esrabtiahweehlrau the Needy of subjects. victims, 
witnesses or sources in this law enforcement or intelligence activity. 


_____ SSNs are necessary re identify FBI personae: in this internal administrative 
system. 


.SSNs are important for other reasons. Describe: 

wv ! t v n |\N i <-\\s '-W i 

encrypted, bidden from all users via a look-op table, or only available to certain 
users). Describe: 

It is not feasible tor the systenvprqieot to provide special protection to 
SSNs. Explain; 


P, Does the svstem/preject collect any Information directly from t he person who Is 
Ike subject of the in forma boo? 

NO [If no. proceed to question ?,j 

.X.YES 


Any system adnhrasinuos vvril have the ability to comm:: the | | a€L. and thus 
the am mamas of other administrators. For the new administrators, a evstem 
adtmmstrator wdl be able to either make up a username tor the new- administrator or that 
individual may directly request a preferred username, 

m Does the system/project support crimmnh Cl\ nr FCI investigations or 
assessments? 

YES [If yes. proceed to question El 
_Jq,, NO 
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b. Are subjects of information from whom the information is directly 
collected provided a written Privacy Act (e>(3) ststeraent (either on the collection 
form or via a separate notice!? 

X NO 

No Privacy Act {e>(3) state men* is accessary since the isserneme/password do ao 

vjv ,!i t ' 'K ' « ' N O' •' ^ « vOUvAOx v Jl ’ O’ _ '• 

YES identify any forms, paper or electronic, used to request sneh 
information front the information subject: 

_X NO If no, Indicate reason; if C&A is pending, provide anticipated 
corijHK^ d*u tT $ s n 1 1 ' 'or *>' x 

YES If yes, provide date of last C&A certifsc.ation/re-ceitifteatio»: 


Draft Know. 

S, Is tins $ystem/pm|ect the subject of an OMB-3IK! budget submission? 

X NO Don't know YES lives, please provide 

the date and name or title of the 
0 MB submission: 

9, Is this a notional security system fas determined by the SecDi? 


ICE Status of System/ Project: 

X,This is a new system.-" project in development. |If van checked rids bloc 
STOP, The P I A Is now complete am! alter dm To a appro vails j shoo Id he 
submitted to fill OCC/PCLP for Pool PHI approval and determloatloo I! 

PI A aati/or otber actions arc repaired,! 


IP EXISTING SYSTEMS / PROJECTS 


org 
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b7E 


FBI VTA', uhvccu.;m| | 

1. When was the system/project developed? 

2. Bias the system-project undergone any significant changes since April I 7. 2003? 

NO llfnc, proceed to next question 1H3FI 


YES If yes. indicate which of the following changes were involved (mark cl! 
hoses that apply): 

A. conversion Eom paper-hosed records to an electronic system, 

A change front Information in a format that is anonymous or non- 
identifiable to a format that is identifiable to particular individuals. 

A new use of an id system/proiect including application of a new 
technology, that changes how information m identifiable form Is managed. 

' x ' S s " ' V evicts! > V c l . U 

avenue for exposure of data that previously did not exists) 

\ ! <> 'hi w ! I* Ki s 

merged, centralized, or matched with other databases. 

A new method of authenticating the use of and access to 
Information in identifiable form by members of the public. 

\ -a . c > f u > t > ' s m u 

u\"", ,'table *' -’"a ; U’dm.wd m •- - caw u ' u -^aonc'cad mth .c 

A new interagency use or shared agency function that results in 
n.v nwwm mwo \w- s U'iomvnu'. " nYrui.dBo m m 

A change that results in a new use or disclosure of mforwadon hi 

A change that results in new items of hriormatioo in klentiilnble 
form being added mio the xysieimprolect 

. Changes do not involve a change in the type of records rnfsintamed, 

toe individuals on whom records are maintained, or the use or 
dlssemmatiori of m formation Iron- the system/prqteet 

. Other | Provide brief explanation \ ; 

•>■ If> es a IMA for this sysfem/proleel already exist' 
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a. Provide date/titlc of tht PI A: 

b. Ha< the $y:hem/ptoient uTk1ergors.e any Ps 
NO YES 




IJNCI,AbbIP!! : :!>/ 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1272295-0 

Total Deleted Page(s) = 1 

Page 4 ~ b3 - National Security Act of 1947; b7E; 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 

X No Duplication Fee X 

X For this Page X 

XXXXXXXXXXXXXXXXXXXXXXXX 
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• OGC-PCUJ {Rev. UVO/a 

FBI PRIVACY THRESHOLD ANALYSIS (FTA) 


NAME OF SYSTEM / PROJECT: |_ 

RIKR FBI Luu|ue Asset. 1.0: Proj2012-0K 

=1 


b3 

b7E 

Domed From: 

MMOI TROD s » POC 

FBI OC C/PCI J.'' POC 

Classified By: 

Vra | ! 

Name: 



Rcastm: 

O.kmmUS'iA^CDki 

Phono: 



Declassify On: 

Division: C.iiS 

Id, v- 1 - 1 

Room 

Number' Ca 


• s h:>; - 1 _ 1 




FBI DIVISION INTERMEDIATE APPROVALS 


Program Division: 


j Program Manager Por other appropriate 
TaDD'CV D.\jm>>u 'IC'vlPiL''L „ 

] Signature: lVV|VCA!rOC '-• 
j Date signed: Ay/: V? <v: - :> 

| Name: W, Jay Ah bolt 

«. \ ' ^ ' O \ s *. s n 

i imChgence Program Manager 


i Division Pnva* 


Signature: 


.Sisnatui 
Date :aanvV“ 
Na;nc£ 




| Title: Supers Cory iT Sp<: 


i S-gnasu: 
| Da;c: .si; 
j Name: 

| "Title: 


' k'K' 

I Dare signed: 
j Name: 

"Title: 


* ' V » , ' V \ 
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( V ! \v>p it I* S\)Rt»n \r\ M \ Si ON ' 


HMi h\&\ \rrRO\ M W'lTWUKm (ONDniONS: 


I' ' N n\ ! -(.u'vci'k.'iiU!; \ct 

X.PI.A Is :• > be completed a mX> of 1 t ?0 discretion, 

% PI A & K pD-ianne ' o AO\ v ?|M am R\?P 5 01 \ ;e iv*«. nm' 


' \ s* net fee, v to* ■, f^"\0 

System does i colled, c , > f , or disseminate PM 
_ System - grrmd fathered Dr; esistcncc before % X\ - ' latet changed posing sign if 

_miorrmnloo in ; \ system relates to interna! gcNerntnctti: ogeodions. 

System bps been r tSf§ assessed: under ..' a ' <> a a Pi A, 

No signiCR-ant pr;k »:> woes tot prl\ae\ " ssks are a -changed; 


\pv.»\-vHNo St 'R\*y 


Data A rue 4 > me Se»R\ 


.Slots A FBI BMDtRIDS per MKXs c >„ H: \ \ Yes-Sec sample •, v I'd s ' : 

HHo. home IXKrIC I >'B A > INnomDo,d°oVs ..'id sbybK ;jtih v> 


nO-RM SPRN nkiaiom s) repaired" X No 


Prsnare-re Use Said ' *vv,v Act teg.') statement dsjW od ben is'. 


R) t\>R? \ I he po'j a." \tvnib dmon \ wd- RM } $, Memos rose re a< \ i eOem! jvsords eke 
I he enstem nee, comma Federal m, - *vu one 5 \r '•■ n>a n e^rnmns sNo;ay Ac* mqaeste ,asl m nr 
sthodnk'approved b\ she National t e'so and Ry v \ w Vm-non e; > ' n<e<;'snr\ HMD van 
:tts well as on compliance s* fcqnuemenis im Fiecoenie ^scs \ s ' i <md s.n\ 


f Crises 


Prixaes and < on C 


i Signature: 

I Date S-gnesr 


s rntsuee M r nebo \euuo Pap <*c" " 
' Bl Pf'x.s aiv ' on I 4vo s ' e 


| Signature: g ■%■■■■■■///■■-) 

\ Ores Nienetb ' " " ' ' 


\U \nsp n i> ROki*i-Vi \1 V el ONLY 
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lllllllllllilil: llilllliiilllsg:; 1||:!|11|||1 :pM|| §|||||t|§| |§ |::i|illl||||l|l|||| 

.NO 

| HI 

1. Illllll llllllli;lli!!llliil ||!ii|||!t||i!!^i^§||i|i!l!!;!!g||!l!:!|i!:|:i:i|||||gi|§||:|:i|||o 
mi iiiiiiiiiiiiii iiiiiii ill: ||||ii iiiiiiiiiiii ;|i|i iiiinii n |ii!!i 

(.( 'hock NS -has. apptp > 

_ X x ||i|||ll§ |l|||ii:||l|||ll|!|:: :|| 

I he midmiation is isstended to be used, in eonjnncUon with cuius? dsia den-tents, 
to Indirectly identify ipecihe Individuals. 

.S The information van he used u? distinct; I sh or trice an mdh idue!' e identity ; he.. it 

id|llli||||ill|||!ll!ll||!i!llillllllll!lli||||l 

It yon morkvd any id' the el) eve, proceed ?i> Question 4. 

Niii iiiii mu I iiiii inn mu ifiiiii mi in iiiitiiiiii iiti iii 
Hill It iiiiii | iiiiiii i||||:iiiiiii:h:|iiiiiiii h 

4. lioop;.ini yystoil!lpl|!|||l|l||liili:|||l|i||li!|i|ilil|ii|||lT|pl||!!||li|l||lieiTNvid!!|i : 
consukamtt? 


:■>. iiiTliliiiliiliiiiiiiiiiiiiiiiiiliiii 

ahem retrieved IY< m the tty moo pi\ tec b> name ■ * . t ter xrsor a* identities 

NO. j'lf m», skip to tpesdon ?,| 

X YES Hi ves., proeeed so the next gnestiood 

4. Does -he stent. neet codec! one oNo nun too <ii recto than d;e person oho is the 

::||l!|l|:||l||l|||i|l|l||i 

X NO flfon, proceed to gaestioo 7.| 


unci YviPirty tor tniitior ptyr ois v 
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NO I The program sis mxxi o oork vOlh PCM O drvdoOli«|MmoU 
she m^evsarv 0>rjs>{s>0 

VI 0- i'kmifs rny formas msm-i' or dectnmkr «\M o raqm;st sorh 
n?3lrs;s from ihs OOr.srrOO;rs snbjec?: 

X XO VRX If yes, rhrok ooho apply : 



SSXa. kxphsk?: 

A NO. 
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- SV At X v V s \ O O' v. 

OOikosS. •}«> or : d s0■;'.;;0S b;j 0000 t0.0 , :0 0;0000: ' bo 

Office of OeCbOv;r 0 Cdao-so; rnoyitso ; conked U o rorbrscne oporadop the 

Be corky ;l>:vi.don eiSO.i>A 

\ x A 0 *n\ nobeou *v \ S ' *?■*»* r;-okk > ^ s- 4 

comfdok.m dole Aid^Mwy : dOd(5pc:'o^:is.^iaddhi:A n mod pood dole 

N ifS |f }ospkosse iadko' she Ik!!ovAdid if kmm a: 

' sm4o daft A o ' A \ u" u X o cm, sWttt^.^V ' 

C<t " n ' vit^ .loov. N v .High Cmk-tlsH-d 

i,o| m0mM m# 

Axodkdedky: I no Modm-pc_High.I addmed 

dkg |ddOi ; !0:Sfdo ■ 0 k S syotom: d'||||y pimfedOneO. 
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1L KM'S I * MC S\ S 1 KUN KKOJi- y s 

1. When ee: -ho Mvehp vpit? 

A,. ' s' ' s' V v k .vs 


VIE. 'sS Vs \"> ' ' ' s 

chsiuj.'O'' JM? ajj^h. au»I prmkk' Knit ppLoanan ho e;uh soar ked ehao«sA 

^ ' ' 'W&M Os to nn eiecirenic ' \ . 

x ' " 

MenWiAAe h> a Anna; her :s Aenukahk' u> porKm;tor ;ndoakmA 

A ncv. esc ■';;;;; 1 i >>n:eirvpv;‘n.t. PKAeknp opA AaMar ;>A; nee 
kehnAeey. dm uu;p:e; iro onmopKon ■:; idcfuMsbic Ibrrn Wnvnapck. 
(her maarpk:. r; ehmpa km ;;sik Srtc a >rifWA>p^i^nr!ronnte;^|5:ah;r 
penae;tor mposnre • >; hrprr hra; p;m kkmkW dirt net esfeO; 

A ekenpe Ad red; Us k; dkdddAoe ip picirkkairte torra hddp 
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r THRESHOLD ANALYSIS (PTA) 


NAME OF SYSTEM / PROJECT: Secret EocWFBINei 


B1KR FBI Unique Asset 1. 


S ¥ STF. M/PRO JE C T FOC 


Divisi on; mi.) 
Pho«c f~ 
Room Number; 


FBI DIVISION INTERM EDIATE APPROVALS _ 

i Program Manager (or other apps 


Program Division; 

! insert division mtnntj 


Signature: |_ 

Date si gned: 
Name: f 

o i gesture: 
Date sinned: 


igned herd copy plus eleetmdc copy to FBI CK>d 
AeA deDsmmnbvim condni-en, end e> Ou.d app^.: 
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*rsu mi \mto\ \i ih irmixuiovv ^ mov» 

\ _ \ v j '' , \ _ s _ D _ ) I , T' C > V '.-■ ' ' 0 _ 

Pi \ )'• required the i -i >■■'■,:■. \,c 

PIA is to be completed as a -mattes- os f Bi 003 disc ction 
Is PI \ to he published on FBI GOV <aEu ins E Vt N : O' \ sedaumns) 0 Y<^ \o »>' d\ m navm! 


\ PIA is nos required sar me rohowws reas : a •• 

Si! ' ! ! ii? < \ ‘I 

Svsknns psoedla'■i. u 'e s\!s s\s s "’’MD mi <. o<ii <'« ig i * o' >nu>\ iis\si 

Int tie the system relates ernment ape 

VsU I s 1 f! , ' t S s > I ual I M Ml 

X \o Sik'rlXviHt P Hk\ S*i'\p <v V s S ’lUI'U’UOCv' 

.Other s' describe): 


Applicable SORN(s}: JUSnCB/PBf-002. Central Records System. 63 Fed. Reg. 8671 (Feb. 20, 1998); DOJ-G02, 
Departmes lusrke Computer S is A t. Records, 64 i v 8 < ( 

Notify FBI R.MD/RIDS per MfOG 190.2.3? X Xu Yes-See sample EC on PCLO mtrasiet website here: 
hft| 'onk POO<X xBIXH ° v As"' s 's’ ".0 ~ s s o o , „ v 1 

s ' t , \ 1 ( <' < , )} s) k urred • N < 


I’ekiC s v acd ?i 'Uc\ \c <e)o> lassie is v . >. * s x \ Yes (indicate forms affected): 


RECORDS. The progsim should i. >'s ‘eh RV ' ' pis u'solxc e>i.'i fox <. n J«\ to> c ie<. okK'^ ks 

The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
, , f s s > < nansbaFi-n s > ike t ‘ i 

as well as on compliance with reqnncmc tof u , x\ oh h«.\pm g c* < «v io ad a \ » v u sn^npvt^ 

r>::TFT 
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I. INFORMATION ABOUT THE SYSTEM / PROJECT! 


1. Pr * d« * \^v -jtts a of the vm i« >r projec that includes s) 

name of the system/project, including associated acronyms; (b) structure of 
th > iclt img int u * ec »sv th other proje § 

(c) purpose of the sysfem/preject: tdi nature of the information in the 
sysiem/projoet ami .how it will he used; (e) w ho will have access to the 
information in the systent/projecf; (0 and the manner of transmission to all 

B ecret Hr ave u'BISE) \ nod strut uw ss. pp rrt to«ntei >ri wide 
information systems operating up to the SECRET level throughout FBH Beyond 
• login inforn os. BIS » > > ess information; instet t provide: 
he tra i < i > . ! > i at a o he tr (erred - c < 

distributed across the FBI. While some applications and systems that run on 
ontain signi oun. a hiitab 

Information (PIT) only user audit logs and legist information rise to the level of PIE 
I <u K" w .w\> ,h ouch the use oi 1 Uv%c n>~ soonce sxsxms end 
applications. Privacy risks and mitigation strategies applicable to PB maintained 
in the various systems and applications will be analyzed as appropriate m separate 
documentation; this Privacy Threshold Analysis (PTA) is limited to FBISE itself. 

s t HSi ;st icted ic 11 , > include cot of support 

task-force members, and detailees from other agencies. AH individuals with 
eec*. *''■ ,o 1 ) Si 1 t.lj n n n.nm n (>f. *' ' M t Rl I ekv.r.nxe l pen .eeucM .od 

approval through the System Access Request (SAR) process, end users are issued 
' ogin accou * he en er(s) t( her m 

gin to ' !v de i&natec worl t t authorized to pe ate nth* 

SECRET level. 


2. Does the sy.stem/project collect, maintain, or disseminate any information about 
individuals ( i.e., a human being or natural person, regardless of nationality}? 

_NO jif no, STOP. The PTA is now complete and after division approvals} 

should be submitted to FBI OGC/PCLU for final FBI approval. Unless you are 
otherwise advised, no IT A is required.} 

X YES }l.f yes, please continue.} 

Other that log a id ttifters at use audit io nlbrm ion any PH contained on FBISE is 
ccsst ! s < mb as S| tt. This PTA d in scof 

FBISE alone and does not address these kinds of applications nor the information they 
contain. 
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3. .Please indicate if any of the following characteristics apply to the information in the 
system about individual: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check ail that apply.) 

_X_The informatics! direcdy identifies specific individuals. 

X The information is intended to be: used, in conjunction with other data elements, 
to indirectly identify specific individuals. 

_X_The information can be used to distinguish or trace an individual's identity (i.e„ it 

is linked or linkable to specific individuals). 

if yon marked any of the above, proceed to Question 4. 

None of the above. If none of the above, describe why the information does not 
identify specific individuals either directly or indirectly. [If you cheeked ibis Item, 
STOP here after providing the requested description.! 

4. Does the system/project pertain only to government employees, contractors, or 
consultants? 

NO X YES 


5. Is information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

_NO. [If no, skip to question ?.] 

X YES. [if yes, proceed to the next cpiesikm.j 

6. .Does the system/project collect any information directly from the person who is the 
subject of the Information? 

_X_NO [If no, proceed to question 7.] Except for login Inhumation and 

information contained m audit logs, information is not collected directly front the 
individual who is the subject of the information. 

..YEN 


a. Poes the system/project support criminal, €1". or FCI investigations or 
assessments? 

NO 


epic.org 


EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 


EPIC-1833 





N In | If M's, proceed to quo-uNa ", 


b. Are subjects of information from whom the information: is directly collected 
pnouicd .t wrt\'M d'oa>.) AU -yvl sutcmos: o met on th*. collection formot siaa 
separate notice)? 

NO [The program will need to work with PCLli in develop/implement 
the necessary formts}-] 

i :S Identity any forms, paper or electronic, used to request such 
information front the inforntstion subject; 

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated front the 
systenv'projeci? Full SSNs should only be used as identifiers in limited instances, 

X NO YES If yes, check all that apply; 


.SSNs are necessary to establishfoonfirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 


o are n try lentil pc nei In this internal a< ! * 

system. 

SSN « imp yU i for rther c - s Dese *be: 

1 k ,\\te n ect n.<\ \L-s .0 < pioiecmm to "•foXs tc g . SSN- arc 
encrypted, hidden from all users via a look-up table, or only available to certain 
users) Describe: 

.It is not feasible for the system/project to provide special protection to 

SSNs. Explain: 

8. Is the system operated by a contractor - ? 

No. 

.Yes, Information systems operated by contractors for the FBI may be 

considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates Pi I and additional requirements may be 
imposed as a matter of Department of Justice policy. Consultations with the 
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O cc of ihe Oca t * >un$ a equired if a con , oris pe istn* 
system tor the FBI, 

9. Has the system undergone Ceniikauoa & Accreditation (C&A} by the FBI! 
Security Division (SeoD)? 

NO If no. Indicate reason; if C&A is pending, provide anticipated 
completion date; 

X YES If yes, please Indicate the following, if known: 

Pr > kR >Lit" a ' & 4 a s >sf,< > j > » u si . tion 

FRISK was recertified on 14 MAE 2012 with an expiry of 13 
MAR 2015. Case ID; 3f9U-HQ-AI487677-SECI> Serial: 2709 

Confidentiality:_Low_Moderate X H igh_Undefined 

Jnfc < ty __Mo <? X ifigts Undefined 

Availability: Low Moderate X High_Undefined 

_No i tbk this t >nly paper-base 
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10. Does the system conduct data mining as defined in Section 804 of the 

i mplementing Recommendations of the 0/11 Commission Act. of 2007* P.L. 110- 
53 (codified at 42 USC 2000ee-3)? 

X .NO 

\ IsS If yes. please describe the data mining function: 

11. is this a national security system sas determined by the SecD)? 

_„ NO YES 

12. Status of System/ Project: 

I > V> - . t i \ ifsou O 1 " N 

STO The FT A is now complete and after liv khm app % alts sb a ih 

, ?> JC/PCLU to? II apprt ( > 

PI A and/or other actions are respired.] 


it EX In UNO SYSTEMS / PROJECTS 

1, When was the systcm/project developed? July .11,2003 

2. .11 est pro] i ergon am ig cant changes since April '17 - ! 

X NO {1 .v R‘\ > j 


YES If yes, indicate which of the following changes were involved (mark all 
changes J; t apph cod p . ide bri f ex pi nation for each r* irked change 

conversior pape d e * h en 

a cl ge from Inibnt form that i tonvmous or not 

identifiable to a format that is idermliable to particular individuals, 

A new use of an IT sysiem/prpi'eet, including application of a new 
technology, that changes how information in identifiable form is managed. 
(For example, a change that would create a more open environment and/or 
avenue tor exposure of data that previously d id not exist.) 

A change that results in information in identifiable form being 
merged, centralized, or matched with other databases. 
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A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation, of databases of Information, in 
identifiable form purchased or obtained from eon nm ere bn or public sources. 

\ new interagency * se or shared agency function that results it; 
rtevv uses or xch tges of i formation i idemifiab or t 

A change that results in. a new use or disclosure of information in 
identifiable form. 

_ A change that results In new items of information in identifiable 

form being added into the system/project. 

_Changes do not involve a change in the type of records maintained, 

the individuals on. whom records are maintained, or the use or 
dissemination of information from the system/project. 

_ Other \ Provide brief explanation]: 

3. Does a P!A for this system/project already exist? 

X NO .YES 

If yes: 

Provide datc/ihic of the Pi A: 

b. Has the system/project >. s it * >* 

..NO _YES 

[The PTA is now * mpfelt *o.J fter division approval(s) fundd he submits' dm 
FBI OGC/PCLO for final FBI approval and determination if PfA and/or other 
actions arc required. | 
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' NC: G FOR OFFIO 

XI MR 8 Ml\UION> t'OXPI 1 R>%v 


1A is i'M required fox the following reason(s;: 

Sv\v, iocs «v o ^ ' ' o'Awn,'!^ 

_ o \ v Us«f 'ms s ^ s cow - o dot : 

JX & o on o^oti at \* n 'i ' i - n n 

_System, hm been previously assessed under m evaluation similar to a 

No signifseant privacy issues (or privacy issues arc unchanged) 


Appika h Io Si' R\(s; Bureau 1krs< 


Notify FBI RMD/RIDS \ - f 

ku hbsN 1)0000 i lb PC) t For 


X No .Yes-Sec sample EC on PCI.U unmoor ws 

vifX20iibe?t;es%2C:fL.ibr«ry/i : bjtri for neons 9 v-- 2 -o os u 


SORN SORN revmiouCss reuuuod'/ .X No 


)AYst« v w Privacy .Yet (e}0> statements for related forms'? .No ...X.Yes 

O I C vvdl ■- ,'oo no wen rib help desks at?i/tng Sconce M .ensue r reg-rding scene hem off 
n , ^ ' e mp-A I'xsi' ^ > U i v. Vi n-.! \ ^ i )! et \ ,m« 


\ NV> ^ SO 'NO POO V O'V'' ' * ' \"' N >.%. v. 0%N„N. " V \C NN^N 

' N u\\ ' ' s' \\x \ V. \ N \N ' N v N ' ^ A \ Cn N V A V \ , X O sN 

N A l»v\> I ' N<N^NV N N NN 1 S \v? ' * O t N N 

N A O' U U1 •> i vfc <■ f Vn v. •* N v V. K\ ^ \.v v „ < v i <. ! < d <A N tS «\ t N^ 

Other: 

Service Manager (SM) is used for interna; government operations (identifying personnel contacting internal 
help desks and identifying IT eouunnen; inventory). Any FII contained in SM"s Oracle database or contacts 

C |V N sO I t ' V * -> „0 ' U NS tO, U NM, \$%M. o i'i i 

eon paver and >s - v 'o X s>gbg again x aintiicmore Nr a-a f> flic esters ha A'! \ m n vc AewJ 
neecosmr w n v die SO contaA taO'e non'a"m PU -"'poned too BP Me. y\ c-nmcm MM: c-nrutons o 
routine FBI database tor which a P1A has sj ready been completed. .A copy of ihe routine database checklist for 
the SM eoo.tacts table is attached. 


i ' \\'f' A-^N W 'Cl 
j Acting Deputy General 


epic.org 


EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 



















































\ w \ u n fob ornc. i u, i'ml' om \ 

I, ^FORMATION ABOUT THE SYSTEM / PROJECT 

1. Provide s general description of the system or project that includes; fa) name of 
the systeoi/projeeiv focfodfog mssocfofed acronyms; (t>) structure of the 
syWem/projeek focfoding fotereonneetiorrs with other projects or systems? (e) 
purpose of the syslem/projeeu fd) nature of the information in the sysfem/prejeef 
a.ud how it will he used? te) who will have access to the information in the 
system/projeet; (I) and the manner of transmission to ail users. 

The T BIT existing 11 Support application, ServiceCemer, is being upgraded to 
W \Liiniu pT -'I - xswei ' x v . o v v l " 

the FBI to record, momtor, rcpmt. and resolve Service Desk tickets (Incidents, Problems, 
and Charsges), SM also tracks Bureau FT Acquisition Requests and IT inventory raving 
the Property Mnuagemom Application (PMA k in order to help manage the FBI's IT 
en v< <- s) xgq.;' o 

The SM application resides on servers operating on the FBI's Secret Enclave and 
' ih s\" ' k v ■!<.'■> t\ ^ ' m cm > x's > i y V' v. t A ^ ^ 

consolidate technical and operational support activities in order to deliver support service 
more effectively and efficiently aeross the FBI IT hsfrastruemre. 

SM supports lour separate help desk eenters: 11Enterprise Operations Center 
(HOC) Help Desk; O) Human Resources Division (BRDl Help Desk; (3) Records 
Management Division (RMD) Help Desk; and (4) Financial Division (FD) Help Desk tor 
Travel Transfer Payment Unit (III PIT. Whenever a service call is received by any one 
of the help desks, SM is used to create, and bom moaner the status oh service request 
rickets. An Oracle database is used to store information about pending and closed IT 
service tickets so that the information may be readily retrieved by help desk personnel. 
The Oracle database also generates a contacts table displaying certain identifying 
information about FBI personnel. Tins information is used both to verity the identify of 
individuals contacting help desks as well as to create service tickets. The database is 
populated daily with current in .form a lion imported Horn the Bureau Personnel 

SM enhancements to ServiceCemer are be;ng deployed in phases. Phase one, 
currently underway,, involves the FIX' Call Center Module winch will be ore-deployed 
tor the Infonnarion Technology Branch (1TB) at four Reid Offices (San Francisco. 
Washington, DO, Chicago and Tampa). Phase two, scheduled for deployment later m 
201 1, will include full deployment of the HOC Call Center as well as deployment of the 
HRD. HMD and FD Call Centers. Phase three, not yet scheduled, will include several 


vsvhv ynor in Aim; 17, 200 
privacy nAv 

) V ! S'\ 1 A A k>R OlTk I \i 1 >F OM I 

EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 
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mchMm-wmmu official vse only 


other modules de.ognod it' kv; note OPher the row . \oo of 1 ? wsttes or t o ^ ' wti>v. >.»■ 
maintenance of IT assets," 

2, Does tv system/project. collect, maintain, or disseminate any inlonmUon aboitt 
individuals tv a human being or natural person)? 

NO 

X YES 

3, He v v to dyf u on > „ oaUvV «* v\ e~ ' Mhc o ot or 
system about individuals: Bear m mind \fa$ log-on mtbrmation may identity or be 
linkable to an individual 

(Check all that apply? 

.X. to tatkmmtoo deoctk idem Yes speech. •> idu d? 

The information is intended to be used, in conjunction, with other data dements, 
to indirectly identify specific individuals. 

_ The Monnation can be used to distinguish or trace an individual 5 a idepth) t he., it 

is linked or linkable to specific individuals). 

_ \ \o* k \' no v >v '\!v kv \ si o ' n 4 s s > n 

sdent-f) Noemtle unit'. DoaN etthes duo,to os md.reeky 

FIT' heir desk pevo &;$Xf.e ^ (aide te'tvofbm t v ? 

t \ s t is»& repcc'tteg -wee <v n ek os to etcate a sem *ee mJ,ct ow v* Y ‘-he 
mtemctkv etd a’ssmntog t to e,vc vt who to. 1 he mnplosee data fields at the 
contacts table available to personnel assigned to all four help desks (see below) include 
name, telephone number, division to which assigned, unit cost code and office location, 

t x ' on rvr-s tta ex sum eh to the 11 RD. RMD cent FD help desks o to he mho 
V v ;ee ertp'-yee m<e\d devout) Numbers toeAs t u' me ? Y;*ore acts veto "H so 
particular employees require access to employee SSYs in order to perform their duties. 
Kl\! x help desk fmmume must "to u<h SSNs on HRD service tickets for personnel i4foo. 
since the SSN \ used as a primary employee identifier. RMD help desk personnel 
require access to employee SSNs because they handle employment vetifearkm requests 
s'oneenet.gon-tvani. t d 'errmr FBI pi.m nne F help desk persermu mum include 
x Sk- on FD vtx ve t .Nets m vov e t 'o e and teloerton teiated ta\ sue i * A help 


UNO, ASS I FI.FI)//FOR OFFI.CI AI., USE ONLY 
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* x ' . x ? OK tfi DM \ 


_Yes. Information systems ^ by contractors for the FBI may be 

''SX O V. \ s >! i OG!'fd? e4i w S K 

o if§ ^ nK** <.xv< k .u a'.o || fmsth© i>iv,i beet N 'k’n'A' 
collects, maintains or disseminates PH and. additional requirements maybe 
oorv.w - , > <r * \ " a" room l iuo.ee ool \> > 'W t it OR \\ 'X:'. t\. 

O \\v' O S V X i X V\ ■'V .t > !N X , v. V ' X \ X 1 - O' 

sysfe-m fur the FBI. 

9. v " N w-m code so to* M ox a Yce ' niUViv •< ^ 

Security Division (Sect))? 

...NO 


X Y ES If yes. please indicate the following, if known: 
ScrviceC enter was certified recertified on Januusv w .MpS 


€: o nfklen t. sail ty: 

Low 

Moderate 

-JL High 

Integrity i 

_Low 

_Moderate 

X High 

Availability: 

_Low 

_Moderate 

X High 


\. 'mb. so e u< l -n \ e v. "• o | ~ 'V m.\eo 
10. is this systenx-'projeci the subject of an OMB-300 budget submission? 

_NO 

X. YES 

n v vO'\ >O' oe \ S \\ ^ e ^ \ N OVOiF fq 

<. M N xV ' s P m v ' t: : as s \ 

1 L Does the system conduct d ata mining as defined in Section 804 of the 

honLrvmmg Bxeammendsoeik mi fee|M ' t evonossmu vt of 200". P ' I pus i' 

X NO 


YES 


.X..„ NO YES 


t m \ x\>ti n *> nnimmiM \ sf only 
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I M I u C f-OROFFU l\l LSI- i>MV 

■X ih Sg£ OTV--, ;V.- V l > V s OSl Xt CO''"v x O 
fens being added into the system project 

Changes do not involve u change in the type of records maintained, 
e < v v o' e*.oufr are nia v> e <a c es 
dissennnaiioo of mfetmsrtkm fro® the system/project. 

Other [Provide brief expknatiosf; 

3. " N * x % ' ^ x * ~ \t Arc \ c\ \ ' 

X NO _YES 


a. Prov ide date/'ilik- of the FIX? 

h. Has the sysfem/projeci undergone any significant changes since the PIA? 
NO . YES 


NCI, ASS! El EIC/P0X OFFICIAL LSE ONLY 
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HSAL FBI APPRO*-U DKTE,RM(\VnO>i$ CONDITIOW 


.PI A Is < Ik: completed os s &m'L N< of PBEDOJ o ON * 

N X X X . fc N < X ' V ' - \ ON X 'X_\ 


X.P; A k .not reqolred for she Id is owing reosorksf 

.Svnksts does <. ht$L % o h or dissesmnafe VP 

' V f X X! ^ N S ' \ ' N ' ' i * ' % t ' 0 ' \ N \ 

. p-\o'oov m ' v nx n\'.v sooso'n to •mentsl gO'xs.ViO ' > q\ 

N x''C ' .NX ' X"x.' ' nsOnnO . x" ' x ' U y _ 

X No ssnrnficant privacy Issues toy tvshnscy kstses are unchanged s. | | 

..losPoridoscrskX ^ 


Applicable SORNfc): ..XA.. 

N ' < \^N \ \1 > " _ \S X N 0 x .x x' . 'x 

\ ' ' \ i X ! XX N . \ X ' ' ' X 

nORX SORN swkioti(s} required ! No w .Yes (ksdkeie revisions srsedsd): 


' . \ ' -'0 'Yd IXo act '\x'i '.o\' NSoSxiOx'S'Ox "os related "dm s" _ \o _ _Yes (lodicote tbrms Otecsedi: 


Ox X Xx 0 t Ni x V COS ' ) itk St X v 5 x. X! x x xixX X ..X 

The system may caniam xx d x x® wnether or not u vx . n Acs requests and, in any event, a records 

X X \ x! \ ! i' N \x X 'x. X N v V XX X < XX 

n s wed a s "is consonance wills requirements for Electro she Record keenum Cerkfkoiion end sttv ncecosary updates. 
Other; 



epic.org 


EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 


EPIC-1746 








































L INFORMATION ABOUT THE SYSTEM / PROJECT 

! \ V N s S. ! A\ v O 'a WV.iI | N U S l ^ v‘^ 

I bo project. soehuhag a'MH'uu\i wssmyow Ta \trsset05 e of the 

wvtwe ow holing mtetswoneeuom opts other |no s e,.W"> \wtwssv u'» 

purpose tY the sssaem'pnsjoet: ids sumsseO' the mho mathm so the \s Mem psoOet 
and .how h will be tssed; R) who will have access to the information m the 
svstereprojeeb if) and the manner of transmission to ah nsers- 



2. Does the systeaUprolect w>bcU. raaawan. or diaseeanate raw abbrasahcat about 
indretdoahi tee., a 'human heave or eaters! person, regardless of aabtaishtyU 

_A NO Ilf sou STOIC The ETA R now complete asset after division approvafCe) 

i S s 1 \ > Wu\ , * s ' NV 

otherwise advised, no PL4 Is rer.|olred„f 
YES Ilf yes, please emsr.bss.te,! 
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If you market! umy of tht ahsmy prsaed to Qoestkrn 4, 

None of the above. If none of die above, de.ser.sbe why she odos noshon does not 
identify specdk individoals either dicecby or ioddecUy. j'lf yon checked ikh deny 
STOP bore offer p.rovkffog the reejoested deseripilen.J 
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YES j If yes, proceed to question ?.f 


b .-Vofkvhjh&ts^htfoffti&tiOn hem \%koiv.the .r flu turnmn ,i$ chroobv Oshlockd 
p. dedsY v % ' ' \ O' t *!i I (' u! ', x 

_NO \\ ht progmm will siod to* work with FCLIJ u> deeelop/impIemcM 

the necmary hmnm s' 

Y lb Identify any forms, paper or cleerrtmk. used to request such 
infonttolhjo from the mfimuMioa ,sob]eet; 

7. \ > s %£ S SVO 7 fpe® s * i 

system/protect? Full SSNs should only bo used as identifiers in boo tod instances. 

.NO .Y£\ If yes, check el that apply: 


sn oc ocooasars okam'st eunkn' too A l>oe ' u 

s< pii:|0.\ 5tt| U'! ti,! " v k si' 


o v \ o \ , >, 0ft ec*' ! im - sjgpms 

syatou-.ru 

SS\s 's' import at to, iitfm to|sb'& IX'sorilkv 

1 he gjytenr tfek'4 ' f* Oca ape 1 protection ts'N's *0 c SSN 

o'. " rook 'addon in os :M foac x .a a .fept -toy t t'dc, * \ y & duo to Ian , u 

users!. IX'Scrshr: 

h - oof leasable tor' o ~ o', oo special ' to 

S&V Fsphdm 

If' sc sy „ ' \ oo ' o oo,< ' 

.No. 


Y s x > O'* s -,s i s O k , b k o , 5 S O f k ' W s K 

P *' s k vs , i , I S S V S S 

coefaltis standard contract clauses that muss bo included in tire esortt the system 
collects. maintains or doseotinates F01 and addloonai rco:ns:emcut.s may bo 
otitx'soo e- a n at,.o; o dkv at cm ,Y \ de pel o, r o, PkttNi- $s s', it" u 
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NO If UiK unfit otr h\h<mk if CO A is pemlmy, pr*u kfo anticipated 
com pie No a dote: 

YES If yes, pseo.se indicate the folkwiag., If known: 

LrosaU- dote of List t'OC A ^vs tHiotien n^-cot Ut'kstmsK 
< onCldoetkdus: hs Modumv finds t odoinud 

Integrity: 'Low_Moderate H igh Undefined 

AvalkhOiiy; Low_Moderate.High..Undefined 

Not applicable ■■•• this system is only paper-based. 
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, <]l s ' Ms I « i V'SUK i«Ol. D U**s$ V ' 

n ^o^sul; 

Is thus systern/projed the subject of an OMB -300 budget submission? 

NO 

YES If yes, please provide the date and name or 
title of the 0MB submission: 

Does the system conduct data mining as defined in Section 804 of the 
implementing Recommendations of the 9/31 Commission Act of 200 o P.L. 
5 'Meeddied It 43 I Si iWdee-3) > 

.NO 

YES If yes, please describe the data mining function: 

Is this a national security system tas determined hj die SecD}? 

YES 


.NO 

Status of System/ Project; 

_ This is a new system'project in development jlf you cheeked this block, 

STOP, The FT A is now complete and after division approvals) should he 
submitted to FBI OCC/FCTJi for final FBI approval and determination if 
PlA and/or other actions are required.] 


11. EXISTING SYSTEMS / PROJECTS 
i. When was the systmreproject developed? 

3. I las the system project undergone any significant changes since Aprs 
NO | If no, proceed to next question (0.3).] 


YES ft yes, indicate which of the following changes wore invoked (mark sill 
changes that apply, and provide brief explanation fnr each marked change); 

t convcrs on from paper bas d records to an electronic sv sters 


A change horn information in a format that is anonymous or non- 
identifiahic to a format that is identifiable to particular individuals. 

A new use of an IT system, project, including application of a new 
tec analogy, that changes how information it identifiable form i s managed. 


Us \)'U\tm\U'U dxlfki 
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A systematic incorporation of of onbrmapon -nJ 

idcrArfiafele icon purchased o obtained from ccensuereub or public sources. 

_ A new interagency use or sinned agency Emotion Oral results or 

new ases or exchangee of udormation in identifiable form. 

£s s iaa x x >\\ v ' s \ > 

;dend habie lone 

A change the: results tn new deter of mionnatiou rn Ideetbhbie 
>0 'A ink d C SW 0 £ 0 \ 

v ' Id net »\eh e«v oY 'pc <r the a vobee^ d no e> 
the indivld;ads on whom records are maintained,, or the use o> 
do sc ' wn -m pi 5ofo:u\n\'0 fnur 1w psmon 

Outer I Provide brief explanation!; 

3. D*V\ e PI \ $'or ? :A cistern peaces :>eud> 0 \ > ' 

.NO .YES 

If yes; 

a. Provide da ter title of tin PL4: 

b. Has the system/proiect undergone any significant changes since the * \ 

.NO .YES 


[The PTA Is new complete and after division approvai(s} should he submitted to 
FBI OGC/FOJ; for final IB! approval and determlnotltm if P1.A and/or other 
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FBI PRIVACY THRESHOLD ANALYSIS (PTAj 

; Boaivtskok to ik-s DGI POOl Privacy .Fcorocvrt FPA t) 


FFFR fBi lYAa* Asset Bh SS'S-OCoci 


' iOO"! 5 SO F 

1 SASTfAFPMAPS;! FOC 


■■ FBI OGAAClli FOC 

AesABixi Bv- 

Avoal 1 






OAORF 

FAor^-1 

A> 



FBI OrVtBiON IFi: FRstLBAFi E APPROVALS dsosoAA: as sesssssr 

o oosossosisit sABs Bs assess sstko 1 


-ik - 

FBA ;<:?■; f 

kF 7 

KV 

SC5JCAL„ s:: 

F>i:io:::;.sv:| | 

AC FvovF , ' 

' 1 ^ 1 1 

SBSAIfFO 

Acrocs MF FAAy Prsse 
?Pk: OisACss Aivs;s> OBAsr 

AFFFFF 

POssiSess; 

Os Sc sAsA: 

Assoc: 

oAscssrs: 
Boi v Afo 
F ssS'ss 

1 F 



>pAs. RvcipArAs pAsse isnoBiPpipApe as itsesOd for pK*sro:: ADA Bioo BlA.s)B 

' LAI Opke of PAcssy 00B Civil L;he«;C« BA c-irusB to prh^yAi^doj.gOV.; 
:if cOsAiiAL v; o. Food dsdivcrv t o API iAtrv Ave, CAP So it* P 4 B, POdAL 


B! OCIO f OsFp[” 
- FBI FocD/A U ■I?cT 
AiiMOCiVALf 


BsFtam RvAssa FOC 
DOAott pfpssov Otlkci 
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audit Ions, I 


3. Please Indicate if arty of the following charactr ti-shcs apply to the iaforrnanon in. ihc 
system about Individuals: Bear in need that log-on information may identity or he 
linkable to an Individual. 

(Cheek all that apply, t 

as linked or linkable to specific Individuals) 

If yon marked am of the above, proceed to Question 4. 

None of the above. If none of the above, describe why the information deer rot 

v t *. \ hi tK sis I o i U;iK ^(Oh'S «, '» 

STOP here after provtdiog the requested description, j 

4. Does the systenkorpiect pertain only to government employees, contractors. or 
consultants? 

.NO ..a.YES 

or consultants, I ' ~ I 

I ~l - 1 

5. C information about l anted States wtfoens or lawfully udmitted permanent ms-dem 
aliens retrieved from the systenkpreaeot by name or other personal Identifier? 

.NO. |If no, skip to question 7d 

\ 3 . v lit U'N, punned tn the nest questmu } 

subject of the Information? 

.NO [If no, proceed to question 7.1 

...X.YES 
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